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Fake Website

User click on link User logs into account Attacker uses credentials

Fake Website

Users click on link User logs into account

Adversary

Phishing email

Users

CISO takes action

eLearning (embedded training)
Awareness Expert  

Users

PHISHING EXAMPLE
Steals money, …

Anti-Phishing Simulation

Measure performance

Which performance metrics are used?



MEASURMENTS

Which performance metrics are used for anti-phishing training?

Click Rate Submit Rate Report RateRepeat Click/Submit Rate

Users that fall for phishing

The risky users

Good measurements?

Number of
emails



PHISHING AWARENESS FOR SCIENCE

Scientific Setup
- Measured click- and submit rates
- Randomly selected groups
- Groups get different training content
- Control group with no training content
- No pre-training, no pre-information
- Every user got 12 anti-phishing emails

~31’000 participants 12 weeks1-year experiment 144 phishing emails

Users with wide varieety of professions



RESEARCH OBJECTIVES

How effective is current phishing awareness training?

Can we predict how many people would click on a specific email? 

Subject: Training difficulty and phishing susceptibility

Subject: Anti-Phishing metrics



THE PROBLEM WITH MEASUREMENTS 

Build emails Collect performance
measurements

Send a couple 
of anti-phishing emails Estimate baseline

Are the emails difficult enough for our users?
Do these emails meet our expectations?

How many emails do we need to send?

How can we measure difficulty of the emails before sending?



Email address is 
different from sender

Offers money
Salutation is not 

personal
Urgency tone …

Clues or hints

ESTIMATING DIFFICULTY



Create a rating system based on number of clues and some weights:

Clue / Feature Weight

Typo squatting 5

Familiar sender 4

Use company logo 2

Use hidden link 2

Use signature in email 3

…

Take some math function 
and define a threshold. 

For example, sum()

Very 
Hard (0-

1)

Hard 
(2-5)

Medium (6-10)

Easy (11-19)

Very Easy (>20)

Some example rating system

How do we configure the weights?

Static Rating System



ClicksEmails

Domain: zhavw.ch

Are all typo squatted emails hard for users to detect?

Click Rate 48.75%

This email uses only a typo squatting clue.



Domain: giithub.ch

There are other factors than just the content….

….seven users (1.39%) clicked

This email uses only a typo squatting clue.



Difficulty is relative

Timing

Urgency 
Perception

Tone

Sender 
familiarity

Hidden URL 
in Links

Presence of 
Company 

Logo

Typosquatting

Misspelling in 
email text

Informal 
language

Formal 
Signature

Email domain

What’s easy for one person can be hard for another…

Used 
viewport

Trust in 
Security

Mood

Not all influential factors can be measured

External factors play a key role in phishing

…but difficulty is relative to the user's perception

Not measurableMeasurable



Very 
Hard (0-

1)

Hard 
(2-5)

Medium (6-10)

Easy (11-19)

Very Easy (>20)

Some example rating system

Doesn’t really work well

Static rating system

Machine Learning Model

Expert Users

Data driven approach to measure susceptability

Predict Susceptability = Difficulty

Measurements

Better content alignment
and automation

Email content

Accuracy

Classification Model

~68%



RESULTS
• We sent 288,000 emails in total with 144 email 

templates

• Users clicked 31,707 (11%) of the links in the 
anti-phishing emails.

• From the 31,707 clicked anti-phishing emails, 
15,224 (48%) were successful credentials 
stealing attacks (submits)

• Only ~5.3% of the emails were fully successful.

Low compared to what companies say is normal….



REPEATED CLICKERS

How many times would the same user click?

Repeat Click Rate



SUBMIT RATE

How many times would the same user submit?

Repeat Submit Rate



ESTIMATE OF SUPPORT TICKETS



• Current measurements do not take the difficulty into account

• 66% of users do not fall victim to credential-based phishing attacks even 
after being exposed to twelve weeks of phishing simulation!
• Bothering this users with anti-phishing training is a waste of time.

LESSONS LEARNED

How effective is current phishing awareness training?

Can we predict how many people would click on a specific mail? 

Subject: Training difficulty and phishing susceptibility

Subject: Anti-Phishing metrics

Yes, with a data driven approach and sufficient user data



We do innovation research
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